Phishi

Rov W. Unrico

Fraudsters troll
for member IDs.

This isn't about Opie and Andy angling at the local pond in Mayberry. No,
this phishing isn't even spelled the same way. But its objective 1s the same: Bait
a line and tempt unwary victims. Here the lure is e-mail that tries to convince
recipients to reveal vital personal information.

More than 75% ol the 300-plus (and growing)
phishing c-mails sent out weekly target financial
institution customers,

IIr".rh:p' is there concern? l:::-mp:cmlimﬂ credit
unions face operational
and Jegal liabilities as
well as intangible costs,
such as reputation dam

P From March through June, the g, arising from any
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on financial institutions grew from 266 i
io 1,090, ber information.

: While there are many
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il spoofing, in which i AT
dl bt fing, I whiioh e-mal schemes, phishing is the
recipients raceive bogus massages

most prevalent today and

from familiar companies, :
a catchphrase for all.
PEhhlmWIIB Al ﬁu;pagas of “These types of attacks
spoofed financial institution sites linked are from a small amount
to a bogus Russian Web site,

of very motivated people
looking to steal money,”
says Vincent Weafer, se-
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nior director of Symantec Security Response, Cu
perting, Calif,

“Financial institutions are the No. | target be-
cause that’s where the money s, [Iuir|l.- out Mark
Rasch, chief security counsel for managed secu
rity services provider Solutionary, Omaha, Neb.

According to the Cambridge, Mass., Anti-
Phishing Working Group—an industry consor
tium of foancial institutions
and vendors formed by Tam
bleweed Communications,
Redwood City, Calif—the
number of unique phishing
alttacks in June 2004 was 1,422
(most recent data available).
The business sector most tar-

Mark Rasch geted:  financial  services.
Erom March through June, the number of re-
ported phishing attacks on financial institutions

increased from 256 to 1,099,
Most of the fraudulent messages end up in the




£

trash, Unfortunately, however, an estimated 5%
ol recipients respond, reports the working group,
Gartner, Stamford, Conn,, says about 1.78 million
adults report giving phishers their financial or
personal information. The research firm estimates
the resulting identity theft cost ULS. financial in-
stitutions and credit card issuers about $1.2 bil-
lion last year.

“Phishing is a big concern for all nypes of fi-
nancial institutions, especially those offering cred-
it cards,’ says Brian Warfel, senior vice
president/sales and service for Power 1 Credit
Union, Pembroke Fines, Fla. He's also secre-
tary/treasurer of the CUNA “lechnology Council
and a member of Washington, D.C.-based BITS
Internet Working Group. BITS is the technology
group of the Financial Services Roundtable, and
the Credit Union National Association is the only
credit union trade group represented on it,

Warlel says e-mail fraud has been a major top-
ic of discussion for the BITS Internet Fraud Task
Force and its e-scams subcommiltee.,

Phishing for sitting ducks

“Phishing is the perfect crime. It's easy to deploy,
the risk is very low, and there are high rewards,”
says MNaftali Bennett, CEO of
Cyola, New York.

Fraudsters employ many
different tactics, but the Anti-
Phishing Working Group says
929% of phishing expeditions
use spoofing, in which e-mail
recipients receive bogus mes-
sages from familiar compa-
mies. The messages ask recipients o update
personal information at a Web site that’s conve-
miently hyperlinked. "It looks like, smells like,
teels like a real e-mail,” says Jahan Morch, chief
security architect, E-iigaba. San
Mateo, Calif. In reality, the
Web site is just a facsimile.

The phony Web site is set
up to collect either the log-
on information or enough
personal information to per-
petrate identity theft. The
schemes try to dupe recipi-
ents into divulging anything—account and/or
Social Security numbers, usernames, and pass-
words—that would allow the phishers to mis-

HNaftali Bennett

Jahan Mareh
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represent themselves as the conned addressee,
“Mast of these play on greed or fear,” maintains
Bill Calpin, CEO of Digital Envoy, Atlanta.

Some phishing attacks are
more obwious because they
contain substandard graphics
or spelling and grammatical
mustakes. But, Bennett warns,
"phishing is prowing in quan-
tity and quality.”

Many phishing attacks oc-
cur from nomadic Web siles
abroad, so catching the perpetrators is difficult.
“They literally can bring up and take down the
site within 24 to 48 hours,” says Moreh.

There are other e-mail fraud variations, though
tewer in number, that try to take advantage of
people by using social engineering, explains Bar-
ty Thompson, Moancial institation security expert
and trainer, the Thompson
Group, Oswego, N.Y.

These social-engineered e-
mmail frauds mimic variations
of proven fax, phone, and
direct mail ruses, They try
to sucker individuals into giv-
ing oul information by earmn-
ing their trust. These
sometimes involve sweepstakes winnings that the
addressee will “receive™ once they have supplied
their Social Security andfor financial institution
account number. Some even involve paying an
up-front fee. “No one is going to dharge you a fee
if you've won,” advises Thompson.

“We continue o educate credit unions on the
types of attacks we're seeing,” says Ann David-
son, credit union protection product expert for
CUNA Mutual Group, Madison, Wis,

Howvever, fraud variations continue to evolve.
“In time, phishing will expand. These attacks are
getting very sophisticated,” says Wealer.,

Some hackers already surreptitiously install key
logger programs on personal compulers using
popular Internet access and e-mail programs. The
spyware then monitors every keystroke to learn
personal identification numbers, passwords, and
account mformation.

With access 1o this information, says Mark
Goines, chief marketing ofhicer of PassMark Se
curity, Pale Allo, Califl, the swindlers could add
themselves to a payee list, creale an account un-

bl

Bill Calpin

Barry Thompson




Phishing Facts*

Mo ol unigue phishing attacks npartod 1422

Aug. monthly groveeh rate in allacks 584
Drgawiization most tanguted Gitibemk (492}
Percentage of attacks using spooted e-mal

adciresses aMg
Coumry hosting the mest phishing Web ses LS (27%)
b, lifespan of & phishing sitn 275 duym
“For Jung 7004

Source: Phishing ARsks Trands Repart, June 2004, from $ha Anti-
Phighing Working Group

der the identity theft victim's name, access in-
formation about a credit or debit cand, reguest
a new card, or go on a spending spree,

Discerning threats to CUs

“Many times phishing targets big money finan-
cial institutions [Citibank reportedly was besieged
492 times in June alone| because phishers need
tor fashion a wide—almost generic—ner,” explains
Dlan Maier, communications director for the
Anti-Phishing Working Group and senior prod-
uct manager al e-mail security company Tum-
bleweed. For the most part, he adds, only 50 or
&) financial institutions are really under fire—
for mow,

Although credit unions have remained under
the radar of phishing attacks, that anonymity
may be flecting. “We are anticipating "spear-
phishing attacks’ if scammers get ahold of tar-
geted mailing lists,” says Maier, He warns that
credit unicns need 1o maintain extra strong se-
curity about member mformation, or they will
see scams directed a1 specific members,

“From the frandster per-
spective, larger financial in
stitutions make more sense,
They buy a spam list, throw
it against the wall, and see
what sticks” observes Ben
netl. “However, what we've
been seeing is that fraud
goes to Lhe weakest link,”
those without antifraud measures.

Credit unions may be r_-xpr:rirm.“ing the first
nnhl..mghl:

# Davidson reports that in April CUNA Mulual
learned cight eredit unions were among live
pages of spoofed financial institution sites linked
to a bogus Russian Web site. Nonge of the eight

Ann Davidson

knew of the phony sites until CUNA Mutual
notified then.

» The Federal Bureau of Investigation's Inter-
net Frawd Complaint Center reports a steady
increase in complaints involving unsolicited e
mails pninlinﬂ members to false Web sites or
directly asking for member information, ac-
cording to the National Credit Union Admin-
istration (NCLA],

NCUA recently released two letters (letter
Nos. (4-CU-05 and (4-CLI-

U6) warning about the risks

and possible fallowt if cred-

it union members fall vic

tirn to phishing schemes. It

contled result in membership

decline, a loss in mni_'ulmm, .
o costly litigation if mem-
bers perceive thal security
breaches led to misappropriation of confidential
information,

Even if credit unions aren't obligated to reim-
burse defrauded members, "most mstitutions
globally have been protecting their customers,
regardless of whether they're lable,” paints oul
Goines,

Another danger lurks on a broader scale. It
erodes the confidence of consumers in the online
channel, indicates Calpin. “The defense mecha-
nism is that evervthing must be fake, and that’s
a problem.”

A Cyota survey shows that 75% of account
halders are less likely to respond to c-mail from
their financial institutions—and maore than 63%
said they were less likely to sign up or continue
ter wse their online hnancial institution services-
due 1o phishing qualms.

If members distrust e-mail from credit
UNiONS, ANLMPTs (o cross-promate products and
.l.L:r'.'iu:s are 1{:51. t‘llllrllt.LHli'-H."S- Rasch. '|.n.liil15 the
online channel could drive members back Lo
the branches, thereby increasing operational
costs, says Goines, Communicaling 1o members
what a legitimate message is, adds Weafer, could
pre-empt any problems and prevent the online
marketing channel from also becoming a
fraud victim,

Mark Goines

Protecting members
[t's credit unions' responsibility 1o educate mem-
bers about phishing and to respond o its threat,

Fumd.nrpA SEFTLENMBEE Z®04® CHEIRLT UNION MAGAZINE

45




RESOURCES

advises Davidson. (Educational Risk Alert is a
value-added benefit provided 1o CUNA Mutual
band policvholders. It addresses what the issue is
andd what action the credit unien can take to help
inmze ils exposure. )

“The credit umon industey has done a pretty
goae] ol of keeping members educated,” says War-
fel. “We run a fine line between educating, con-
sumers and sending them into a panic”
He explains thal Power 1 tells its members “to
v rebense any personal informalion 1o amy par-
ty unless they're setting up a new account or up-
dating their information in person with a known
representative of the company,” In addition to ed-
ucating members, Power | also has extensive se-
curity protection devices in place for its data
networks,

More education would
lelp assuage consunier con-
cerns, according to the Cyota
survey, which indicated maost
accountholders (67%) hadn't
reveived any communication
about phishing. However,
1% of accountholders be-
licve commumication about
phishing is helpful.

“All employees should be
trained (o recognize the var-
ious  electronic fraud
schemes so if one 15 report-
ed, the situation can be ele-
vaied quickly 1o be resolved,”
explains Warlel, "An educat-
ed employee who calches a
schemme in its infancy can
save the organization a lot
of time and trouble,”

Mower 1 conchicts manda-
tory security training each
year and updates emplovecs
about new schemes as soon
ats they break.

A
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Identifying

best practices

NCUA recommends credit
unions:

# lmprove authentication
methods and procedures for
members o identify them-
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selves to the credit union as well as for the cred-
it union to identify itself 1o members;

» Weview protections of confidential credit union
member data;

» Describe to members how they can authen-
ticate the credit union’s site by clicking on the
Wb site certificate logo (for example, the lock
symbol at the bottom of a secured site’s Web
page) and viewing the name of the holder of
the digital certificate;

» Search the Internet lor variations of the ced-
it union's Web site;

» Monitor accounts for unuswal activity;

* Encourage members 10 report suspicious
e-mails by establishing a twll-free telephone num-
ber; and

» Train member service representatives to refer
member concerns 1o the security stall.

Thompson also sugsests having member pro-
grams that cover identifv thefi, phishing, and
spamming, and recornumends placing security in-
formation and tips online,

Other beneficial practices, suggests Bennelt, in-
clude preparing fraud contingency plans, creating
a relationship with law enforcement prior to an
incident, “defining ownership™ of the phishing
problem within the credit union, and creating an
antifrand task force.

Getting help from technology
Authentication will e used o combat frawd and
sccure the growing phishing problem, fore
casts Davicdson.

Authentication also must be mutual, “All au-
thentication schemes used 1o be one-way "how
o T know vou're a member of the eredit union?”™
points out Basch, Now it needs 1o be two ways
because members also are asking the credit union
for its T

Products and services can help:

» Cyota FraudAction is o madular service that
provides real-time phishing detection, a risk
assessment lor gach incideni, technical counter-
measures, post-mortem attack analysis, and a
hiasted Weeb-based application service provider
module designed to educate accountholders,

» PassMark Security authenticates messages by
using a personalized image called a PassMark,
When members log on to a credit union’s Web
site, l|14::r A0 A persnmﬂi?::d unage the}r hawve
preselected. Because a bogus Web site won't




know the PassMark, members will know
whether it’s safe 1o enter a password. The sys

tem also won't ask for a password il it doesn't
recognize the member,

» Digital Envoy’s TP Inspector Fraud Analyst re

veals more than a dozen Internet-protocol data
elements (including location, anonymuous prox-
ies, domain name, and other identifable attri-
butes) and analyres the data to detect potential
online fraud.

k Sigaba Secure Email uses a core gateway

compoenent allowing administrators to imple-

ment a conligurable set of policies to manage e-

mail encryption and decryption. It also performs
content fltering, virus scanning, auditing, and
message control,

» Solutionary’s offerings use ActiveGuard sofi-

ware, the company's security system, which is
designed to offer 24/7 monitoring of networks
and systems for changes and vulnerabilitics, and

initiate protective actions when it detects secu-

rity risks. Its critical Lo monitor and respond to
threats ]::‘1._‘:11151' il |!]|i$|‘|rr5 ACLESS the -.'.rl.'dil
union’s systems, they could obtain a legitimate
e-mail list or vser password list and targel
individuals.

B Symantec Mail Security inteprates virus pro

tection, spam prevention, and e-mail content en

forcement in an around-the-clock monitoring
systerm.

Obtaining other assistance

“Once consumers give their information, the
game is over. They're conned,” warns Moreh,
There's no easy recourse for identity theft viciims
other than the painful, painstaking process of re-
porting the theft as quickly as possible to the
credit umion, credit bureaus, and credit card com-
panies; reviewing their financial records; chang
ing passwords; and closing accounts.

Hoping to ease the burden, BITS launched the
[dentity Theft Victim Assistance Center in Octo
ber 2003 so frand victims need only to notify
their primary financial institution, which then
sends details 1o the center. The center then con-
tacts all other financial institutions and arranges
o et credit reports,

Prevention, however, still is the best siralesy.
That's why the Financial Services Technology
Consortium, MNew York, plans an initiative to ad-

e [l

‘or your members.

dress phishing, (The |1-year-old organization
includes financial institutions, technology ven-
dors, independent research organizations, and
government agencies and exists to bring for
wardl, test, prove, and validate new financial
services technologies.) The consortiom’s focus
includes investigating and defining counter-
phishing technical solutions, and determining
their infrastructure fit, requirements, and im-
pact when deployed.

Meanwhile, the Texas Credit Union League has
joined with other statewide institutions and law
enforcement agencies in the Loss Avoidance Alert
Systemn, a network that provides timely alerts and
postings of fraudulent activities.

“The man reason we joined was to have a sys
rem 30 members could be aware of fraud,” says
John Walker, director of marketing for the Texas
League, which represents more than 600 of the
stale’s credil unions and 6.8 million members.
"It a benefit for members that doesn’t cost any-
thing besides their dues,” explains Walker.

Thompson, for one, believes the industry is
mowving in the right direction. “Phishing won't
end e-mail as a medium,” he says, adding that
better means of dealing with e-mail fraud will
mitigate the problem. The key is o keep up with
those phishing Tor your members, @
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